Strategy Meeting Issues

August 13, 2006

Meeting Objectives

· To discuss status and next steps.

· To be sure that I should complete development (otherwise, it wouldn’t be a good investment of my time).

· To be sure we agree about the path and final objectives of the development.

· In brief, just to be sure we’re on track and in agreement.

End Objectives

· To provide MAS with an online scheduling product that:

· Exactly meets MAS needs.

· Can be located under an inexpensive hosting arrangement
 ($20/month or less).

· Can be further customized in the future (I found ORS not to be extensible).

Enhancements/Differences from ORS, Significant Points

· Both are under the GPL (i.e. there are no payments, MAS owns the source code, and can modify it or do what it pleases
).

· ORS writes its data as files directly on disk (on the server), whereas the new product will use MySQL (available at nearly all hosting companies).  Effects are:

· A dying httpd process won’t affect the data (as it did at Hagen Hosting).  There should be no stability or data loss issues.

· Certain operations are significantly faster on the new product.  (Reason:  ORS reads and writes disk files in their entirely on every page load, whereas the new product only extracts the data it needs, using the speed of a commercial database engine.  For example, the day view scheduler page takes less than 0.5s of CPU time—nearly all of the delay is due to data transfer time to the browser.)

· The locking mechanisms of the new product are far more efficient.

· ORS uses a lock file combined with spin-locking (http://en.wikipedia.org/wiki/Spinlock).  If there are concurrent web accesses, the delay could be several seconds.

· The new product uses the locking functionality of MySQL (a more orderly mechanism).  If there are two or more page hits at the same time, the losing processes will sleep until the lock is released (not a spin lock).  There will ordinarily be no noticeable delay—a fraction of a second at the most.

· ORS combines periodic operations with ordinary page hits, leading to a delay of several seconds on the first page hit of any calendar day.  The new product performs this functionality separately as part of a standard cron job (http://en.wikipedia.org/wiki/Cron_job, hopefully late at night).  The daily maintenance activities include:

· Removing reservations that are too old from the database.

· Sending e-mails about expiring medicals and expiring accounts, and expiring those items.

· Scanning the database for inconsistencies.

· All authentication and security on the new product is per user.  There will be no need for generic logins such as line.

· Security is the standard ring model.  Each user has an integer associated with them (a lower value conveys more privilege).  Users with a larger security integer may not modify the information or privileges of those users with the same or a smaller integer.  For example, a line employee can create customers and reset their passwords, but can’t create other line employees, other flight instructors, etc. and cannot modify their information.  The security integer works in conjunction with a permission string … I won’t give all the details, but it means fine-grained per-user control.

· In the new product, passwords are never stored plain (they are MD5 hashed with a key, i.e. salt).  (http://en.wikipedia.org/wiki/Md5, http://en.wikipedia.org/wiki/Dictionary_attack)  This means that even if the key is somehow compromised, the best attack possible is a dictionary attack.  So, even if an attacker gets the database and the hash key, attacks will be difficult.  (Note:  In searching the Wikipedia entries to prepare this document, I was surprised to learn the attacks on MD5 had been discovered and that even SHA1 is now questionable.  It doesn’t matter for a product like an online scheduler and the cryptography involved is beyond the capabilities of any organization except the NSA, but I was surprised to learn this.  Times change.  But, in any case, it is orders of magnitude more secure than ORS, and compromise of both the database and the hash key are required for any attack.)

· The information leaks of ORS are closed in the new product.

· For flight instructors, the new database format supports personal appointments with personal details that can’t be viewed by any other user.
  This allows a flight instructor to block off time for, for example, a doctor’s appointment and to include personal details in the entry without privacy fears.

· The new product allows and handles reservations that go into all hours of the night (although it enforces rules so that the FBO has to make those reservations).

· The database combines the reservation of a flight instructor with that of the aircraft (so a student can reserve both in one step).

· The database supports a reservation with the flight instructor’s time offset from the aircraft (for ground time before a flight or debriefing after).

Progress So Far

· The important (i.e. show-stopper) under-the-hood technical mechanisms have been verified.

· PHP cron scripts have been verified to work as documented.

· All MySQL queries have been verified to be fast enough, especially the queries that support the dayview scheduling page.

· Many pages have been completed (and am working on the rest).

· Overall, about 51% done.

Phases of Implementation

· Product is completed.

· Review with flight instructors and others, corrections and enhancements.

· Rollout. (There will be some feedback from customers, etc.  First priority will be correct anything that seems to be a bug, second priority will be any enhancements.)

· Trial movement of product to a budget hosting company (we need to be sure it works there, as Dave Ashley Hosting will probably not be around forever).

� Part of this is using MySQL rather than files written directly by the PHP scripts—this led to loss of data when hosted at Hagen Hosting.


� Except that any modifications must also be open-source—this is standard GPL stuff.  So, if MAS enhances the source code, the new and improved source code must also be free to the world.


� These comments will be forbidden when an aircraft is involved because of the risk that a flight instructor would accidentally include details relevant to search and recovery efforts or to an accident investigation.  Private comments that can’t be viewed by FBO employees will be allowed only when a flight instructor blocks off personal time.


� Actually, I’ll probably pay for this for a year (<$300).  If the new product is open-source, it helps everyone to be sure that it will work at the hosting facilities available to a frugal FBO.
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